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Computer Engineer with an MBA and a specialization in cybersecurity and privacy. I have served as an IT Auditor

at PwC Peru, Information Security Officer in retail and insurance corporations, and Cybersecurity Operations

Manager in the financial and insurance sector. I currently work as a Cybersecurity Advisor at TC1Labs, supporting

organizations across Canada and Latin America. In addition, I contribute as a research professor and instructor in

postgraduate programs at universities in Peru and educational institutions in Canada.
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New milestone in cybersecurity: when AI strikes 

The company Anthropic detects the first cyber-espionage campaign 

executed by an AI agent. 

• The attack in mid-September 2025 has a high probability of being a 

Chinese state group.

• The target actor included approximately 30 global organizations: large 

technology companies, financial institutions, chemical manufacturing 

companies, and government agencies

• AI was involved in 80-90% of the campaign work, and humans were 

involved in only about 4-6 critical decisions per operation.

"For cybersecurity teams, the message is clear: our 

defense must evolve at the same pace as attacks. If 

malicious actors can delegate 80-90% of the 

operation to AI, our response must also be 

reimagined with AI, automation, and real-time 

visibility."
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The New Risk Surface





How do you resolve this 

challenge?
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Anticipate
opponent's next move

Strategize
and think proactively

Adapt
to constant change

Assistive AI Autonomous AI

Reactive Proactive

Knowledge-based Action-based

Security needs to be RETHINKING

New Mindset New Principles



IA LATAM · Comunidad Congreso AI LATAMhttps://blogs.microsoft.com/wp-content/uploads/2026/07

Security needs a new Cyber Stack. A new Cyber Stack must continuously perceive risk across the entire digital estate, reason across vast 
amounts of context and take action at machine speed. It must learn and adapt as environments evolve, helping organizations stay ahead of 
threats. And because security is ultimately a human mission, it must amplify defenders with better insights and more powerful ways to act. 
The defining characteristic of the next generation of security systems will not be their ability to generate more alerts. It will be their ability 
to continuously perceive, reason and act.

The New Risk Surface need a new reshape of our cybersecurity capabilities
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Simplifying security with AI

Data Model Experience



Data
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The New Risk Surface need a new reshape of our cybersecurity capabilities

Milestone 1
Unify the platform foundation

LAYER  ·   DATA

• Unified platform: endpoint, identity, apps and cloud

• Resolves data divergence: one shared view, not hand-

stitched evidence

• Data Convergence (Unified | Mix)

• Deterministic autonomous disruption (policy-bound)

R E S U L T

Ransomware contained in ~3 min  ·  99.99% confidence
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Data | Components to platform

• ~24% reduction of architectural tools 

simplifying and reducing operating cost of 

operation.

• Savings of 10% - 20% on licensing costs 

and support of cybersecurity tools, while 

occasionally savings of up to 35% per 

year are realized

• Increased automation capabilities and 

enabling Generative AI and Agent 

capabilities for CyberSOC operation 

(~80% reduction in D&R time)

• Reduction of administrative burden and 

management of daily operations and in 

the investigation and response to 

cyberattacks.

75% of security leaders 
adopt a consolidation 
strategy since 2022.

DLP | IRM Antimalware | EDR Vulne Mgmt SIEM + SOAR Proxy - CASB

Simplifying is key 
to strengthening 
business agility.



Model
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Source: (4) The AI -driven SOC revisited – moving beyond alert -centric security operations | LinkedIn

Milestone 2
Accelerate with GenAI + task agents

LAYER  ·   MODEL — Cybersecurity Brain

• Security Copilot assembles context and synthesizes 

signals

• Task agents under human supervision

• Coherent investigations; alert noise drops

• The analyst shifts from executing to deciding

R E S U L T

~75% of phishing/malware investigations automated

The New Risk Surface need a new reshape of our cybersecurity capabilities
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Model | Brain

A generative AI-powered assistant for daily operations in security and IT 
that empowers teams to protect at the speed and scale of AI 

Security and 
IT teams
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Third-party solutions

Integrated threat intellig
ence

Microsoft 
Security 
Copilot

Always-ready Gen AI assistant for use cases like:

reduction in mean time to resolution130%

Building 
and reverse 
engineering 

scripts

Security 
investigation 

and remediation

Risk exploration 
and posture 

management

Troubleshooting 
IT issues

Policy 
creation and 
management
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Milestone 3

Deploy agentic automation

LAYER  ·  EXPERIENCE — Autonomous defense

• Agents orchestrate cross-domain response

• Anticipate attack paths and optimize posture (CTEM)

• The human defines intent; AI executes at machine speed

• The team shapes posture and risk, not queues

R E S U L T

Adaptive, autonomous defense at scale

The New Risk Surface need a new reshape of our cybersecurity capabilities
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Experience
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TITLE

New Era CyberSOC
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Remember

• AI is changing everything, and cybersecurity is at the center of this

new era.

• Simplifying and transforming is the key to protecting ourselves in 

this new era.
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